PRORISK

ProRisk Cyber & Privacy Breach Response Team

When you need help the most following a cyber incident, we’re here for you. When you purchase ProRisk’s Cyber & Privacy Liability Policy,
you have access to our team of cyber incident managers, forensic investigators and loss adjusters who will help your organisation get back
to normal as soon as possible.

¢, 1800316 706

X cyber@prorisk.com.au

We’re here for you, 24 hours a day, 7 days a week, 365 days a year.

@7/365 All you need to do is dial 1800 316 706 and our dedicated team will spring into action.

ProRisk has done the work to assemble a panel of expert information technology specialists. By getting on the front foot early, we're able to mitigate the adverse affects
of a cyber incident, reducing down-time and getting you back up and trading as soon as humanly possible.

IT Forensics Australia’s leading independent expert team for cyber incident Public Relations Businesses spend years building a brand, establishing their reputation.
response, digital forensics and electronic discovery. Then a cyber crisis hits, and overnight, CEOs and their teams are under
l - I siege. The FleishmanHillard crisis management approach, orA.R.C™
FLEISHMAN methodology, applies a series of proven tools throughout the process

to help manage reputation in the face of crisis.

HILLARD
Cyber Crime In the event of a cyber crime, PKF forensics will investigate the Loss Adjusting Crawford & Company is the world’s largest publicly listed independent
Investigation modus operandii of the perpetrators and assist the policyholder Services provider of claims management solutions to insurance companies and
in putting together their proof of loss. self-insured entities with an expansive global network serving clients
PKF @ . in more than 70 countries. Crawford & Company are exceptionally well
C ranu rd placed to provide loss adjusting services, with 40 Australian offices.
Credit Monitoring Specialist identity and cyber security counsellors and analysts Legal Hopefully were able to get your business back on track without the
Services that apply a human-centred approach to identity and cyber need for litigation, but we have you covered if you do need legal
. security. State of the art monitoring of your personal information wotton representation. Wotton + Kearney Founded in 2002, W+K has grown
lD o online, so you know if your personal information is being illegally ed rney from two partners to be one of Australasia’s undisputed leaders in the
used or traded by criminals. This will help identify if someone provision of legal services to the insurance industry with more than 230
else applying for credit in your name. team members across offices in Sydney, Melbourne, Brisbane and Perth

in Australia and Auckland and Wellington in New Zealand.
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BPRORISK Cyber Incident Response | CLAIMS PROCESS

@7/365 All you need to do is dial 1800 316 706 and our dedicated team will spring into action. , 1800316 706

We’re here for you, 24 hours a day, 7 days a week, 365 days a year. 2 cyber@prorisk.com.au

INCIDENT Appoint PR firm Appoint PR firm
DISCOVERED if needed if needed

O .z'g's. Q .

% Commence Prepare
8H8 Debrief with further personal notifications

Insured contacts 9 % Liaise with ) Insured and information 9 to the OAIC
CIRM Commence . , Breach has . L d affected
) . insured’s IT/ been resolved PRORISK and investigation if and affecte
(Cyber Incident incident Management . finalise claim needed individuals
Response Manager) response teams internally

A

Appoint forensic 3 Coordinate forensic 3 Receive expert’s — IS the breach Appoint
expert if needed investigation with report pOt?'?t'a"y notification
expert: notifiable? administration
J, « Ensure breach is \l, firmif
- contained and needed - send
Set up update eradicated e IS
notifications
& schedule and + Investigate cause and Pr°§"de findings
—— key contact extent of breach toinsured and
P L « Regular co-ordination ProRisk
NOtlf.lcatlon distribution list calls with forensic (@)
prowdf—:d to expert =
Prorisk « Obtain initial reports

from forensic expert

v

4

Debrief with Insured and PRORISK
and finalise claim

INDEMNITY
DECISION MADE

Disclaimer: This is illustrative only of how a typical claim process occurs. Each claim is different and the steps or timelines may vary.



